Beschreibung des Togo-Timers
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Rough draft Insert Laboratory number 00620050

estammsaes

The K1 specimen is a digital timer. It consists of a
'golid front and rear panel which are held together py four
standoffs. The sides are open. Kl measures 65 bY 70 by 21
millimeters. The front panel is the circuit board itself. The
back panel is aluminunm with a black "wrinkle coat" finish ,
applied. A length of 32 mm double sided tape similar to carpet -
tape is attached to the back. The protective paper coating is :
still on the tape. The labels on the front panel are etched
copper identical to the circuit traces on the back of the board.
The copper is coated with a black solder mask. The device is
labeled "MST-13" on the front. There are two slide switches on
the front. One is 1abeled "HRS" and "MIN" and the other is
labeled "ON" and "OFF." A push putton, momentary contact switch
and Light Emitting Diode (LED) are labeled wrEST." TwWO
thumbwheel switches are labeled wprME." The edges of the front
panel and the cut-out for the thumbwheel switch assembly have

traces of conductor which indicate lines to cut along when

producing the circuit board.

~ The circuit board components are primarily‘surface
mount components. The thumbwheel switch assembly contains a g
second circuit poard which is a different color material. only
one-half of the circuit board is being used. 1f components were
added to the rest of the circuit board, two additional thumbwheel
switches could be added. The main circuit board is designed such
that a thumbwheel switch assembly having four switches would
exactly fit the opening.

. A length of two-conductor, 16 gauge wire connects the
timer to a terminal block. The trerminal block has an LED mounted
petween the screw terminals. A resistor is in series with the
1ED. The LED and resistor are in parallel with the screw
terminals. ' : : :

A "J" battery, having wires soldered directly to the
terminals, powers Ki. The pattery is held in place with double
sided foam tape. ‘

'THEORY OF OPERATION

The crystal controlled integrated circuit (IC) with
countdown circuitry produces a clock pulse at a one hertz rate.
The output of this IC provides a test indication and an input to
a divide by 60 counter. The test indication is a test button and
red LED. When the test button is depressed and the oscillator is
running, the LED will pulse at a one hertz rate. The output of
the divide by 60 counter provides a pulse every minute. The
output of the divide by 60 counter is connected to the input of
another divide by 60 counter and to one contact of a slide
switch. The output of the second divide by 60 counter provides a
pulse every hour. This pulse is provided to the other contact of
the slide switch. The slide switch allows selecting either a
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condition.i when in a counting mode, Kl used 0.4 mMA of current.
With the relay energized, K1 used 68 mpa of current. Kl could

operate for‘several.hundred hours using a pattery of this type-
The relay required 4.65 volts direct current (Vac) to energize.
The oscillator remained stable over the operating voltage range-

The LED mounted on the terminal strip allows the timer
to be tested including the wiring to the mounting point of the
joad. This ensures that there are O preaks in the wire as well
as the timer operation. when using the timer to detonate an
explosive device, the 1ED on the terminalrstrip provides an
assurance that power is not inadvertently applied to the

terminal strip when the plasting cap 1S attached.

: While K1 contains a pack panel attached to the front
panel with’standoffs, the circuit board has markings where the
corners of the board can pe removed. This would remove the holes
to which the standoffs are attached and prepare the circuit board

for installation in a particular enclosure.
TECHNICAL DESCRIPTION

v The K1 device utilizes an HEFA4521BT IC (U1) which is a.
crystal controlled device with'countdown circuitry to produce 2
_clock pulse at a one hertz rate. The components associated with
Ul are the 4.194304 megahertz crystal, capacitors c1 and C2 and
resistors Rl, Rr2 and R3. These are connected as recommended in
the data sheets for Ul. R2 and R3 are recommended for use in

low power operations. cl1 is a trimmer capacitor used to R
accurately set the frequency-. The output of this oscillator is a
1 Hz pulse. ’ .

This pulse is provided to the first of two divide by 60
counters. The output of the first divide by 60 counter provides
the input for the second. These are comprised of dual decade
counters U2 and U3, portions of logic gates ya and U5, diodes U7
and U8 and resistors R7, R8 and R9. A switch (s3) on the front
panel allows selection of either of the divide by 60 output
signals. The first provides 2a pulse every minute while the
second provides a pulse every hour. : '

The selected pulse rate is provided to the thumbwheel
switch~a55embly. This assembly consists of two pinary coded
decimal (BCD) switches, dual decade counter U6, diodes U9, Ul1o0,
y11 and Ul2 and resistor R10. The BCD switch connects the common
of ‘the switch through diodes to one or more of the decade counter
outputs. The outputs connected to depend on the binary
equivalent of the number shown on the thumbwheel. The binary
equivalent of the number 5 is 0101. A rhumbwheel setting of 5
would connect the BCD switch to the first and third outputs of
the decade counter. The output of the rnumbwheel switch_assembly
is low (ground)-until such time as the‘number of pulses it has
received equals the setting on the two thumbwheel switches.
this point the output is high (supply pattery voltage) .

‘ : :

e e e
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This high output is provided to the input of the flip-
flop. The flip-flop is comprised of a portion. of the logic gate
U4. This is a binary counter which has a low output until it ‘
- -receives a high input. The high output of the flip-flop turns
- on the transistor switch Q2 which causes the relay to energize.
The relay provides power to the load. :

K1l contains two test circuits. The first consists of

1 transistor Q1, switch S2, LED1 and resistors R4 and RS5. .
 Transistor Q1 is used as a switch. The output of the crystal

~ oscillator causes Q1 to pulse LED1 when switch §2 is depressed.

- LED1 will pulse at a 1 Hz rate if the oscillator is functioning

~ properly. This provides a test of the oscillator. The second
test circuit is LED2 and resistor R12. This provides a test of
‘the entire circuit, including the wire to the terminal strip. ,
This also provides assurance that no voltage is on the terminal
strip when a blasting cap is attached. '

The final portion of the circuit is the power on reset
(POR) circuit. This consists of a portion of logic gate U5,
resistor R6 and capacitor C3. The POR assures that all of the
counters are set to 0 when power is first applied.

K1l does hotVCOntain a safe arm delay, low voltage
detector or booby traps. .

MANUFACTURER INFORMATION

The integrated circuit labels begin with the letters
- "HEF" followed by four digits and the letters "BT." fThis is the
| manner in which Signetics marks their devices. The "HE" ,
- indicates the family of device while the "F" indicates that it is
| temperature limited. The "B" indicates that it is, CMOS circuitry

. and the "T" indicates that it is in a plastic case.

| \ The battery is a Duracell number 7Ké7 6 volt battery
- manufactured ‘by Mallory in the United Kingdom. ,

The crystal is a NYMPH quartz crystal designed to
operate at 4.194304 MHz. The NYMPH part number is NYP041-12.
These crystals are produced by SaRonix. :

: The relay is a Fujitsu FBR211AD006-M ultra-miniature
relay. It is a standard, single pole, double throw relay. The
manufacture/date code on the relay is "HZ3." fThe "H" indicates
| that the relay was manufactured at the Kashiwabara plant in

~ Japan. The "Z" indicates that it was manufactured in 1984 while
~ the "3" indicates the third month.
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Fotos vom Togo=-Timer
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Funktionsweise des Togo-Timers
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Ermittungsverfahren im Zusammenhang mit dem Absturz der pPan Al - Ver-
kehrsmaschine Uber Lockerbie am 21121988 wegen sercion r’tw elnas verbre-
sns nach § 21 SIGH wo. Straftaten; Az SIA Erankfurt aM. 50 Js 40168

Aniéilich der 7. internationalen Lockerbie-Konferenz in Stockholm wurde von
den Beormnien des FBI folgende Unterlagen Ubergeben:
16 Lichibilder, die den 1988 in Senegal sichergestelilen Timer zeigen. :
- mmm‘& eines Labor-Berichts der CIA
" Analysis of Flectronic Timer - 88 SP 006 “{ 10 Blatt ).
in dem der 1986 in Togo sichergesielile Timer beschrieben und cbgebildet st
Lot Auskunit des FBi-Agenten | Richard Marquise wurde dieser Bericht im Jeah
1088 bereils an die Federal Aviation Agency ( FAA ) gegeben.
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SECRET

ANALYSIS OF DIGITAL TIMER

- 88SP006
- BACKGROUND This specimen was obtained in an African country.

(%)

- | SUMMARY AND The timer generates accuraie (crystal controlled) delays over a range of 1-99 minutes

SONCLUSIONS (1 minute steps) or 1-99 hours (1 hour steps). Design and assembly are generally

s professional, suggesting a well-equipped facility and trained personnel were used.

Two errors were made in the printed circuit board routing, but only one was caught

and repaired (2 well-done repair). The other error can cause at most a 6 second error

in the delay. Surface mount components predominate. Physical space and cirouit

trace provisions exist to expand the range from 2 decades (1-99) to 4 decades ( 1-9999),
but the required components are not installed. Whether thisis a modified commercial
or a custom device can't be determined.

1
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SECRET

PHYSICAL

. DESCRIPTION
! 5
Figure 1. Digital timer as received. Extra endplates are used os filler material next to
the thumbwheel switches. A red LED in the terminal block ot the end of the
zip cord illuminates when the delay expires. :
Figure 1 shows the digital timer as received. The overall dimensions are 65x75x21
mm. It has solid front (printed circuit material) and rear (aluminum) panels with open
sides. Four standoffs hold the panels together. A black “wrinkle coat” finish has been
applied to the rear panel, along with a length of 32 mm double sided tape similar to
carpet tape (Figure 2). :
Figure 2. Reor panel showing double sided tape and black “wrinkle”" finish.
Analysis of an ‘ 2
Electronic Timer SECRET
BBSPOOS ; 3
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SECRET
PHYSICAL Control switches and labels are on the front panel. Each label is etched copper,
- | DESCRIPTION identical to a circuit trace (except no components are connected!). Solder mask covers
© 1 (Continued) the entire panel. The controls are:

B
2 thumbwheel switches labeled TIME
[y 1 slide switch labeled ON/OFF
1 slide switch labeled HRS/MIN
o 1 push button momentary contact switch labeied TEST
1 red light emitting diode (LED).

The inside surface of the front panel has circuit traces etched and surface mount
components installed. Solder mask also covers this surface. Traces of conductor along
the edges indicate shear lines were made when the conductor pattern was etched.
These shear lines indicate where the board is to be cut.

A smaller printed circuit board is mounted directly to the thumbwheel switches. As
seen in Figure 3, this board is a different color (lighter) and has no solder mask.
Again, surface mount components are installed.

Figure 3. Rear panel and standoffs removed. Wires are soldered directly to the
battery. The smalled printed circuit board is visible with only 1 integrated
circuit installed and many empty pads. it has no solder mask coating.

3 Analysis of an
SECRET Electronic Timer
BESPOOS
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Analysis of an
Elactronic Timer
B85P0O06

SECHET

Circuit traces and unpopulated component Tocations (Figure 41 st o suppart 2
more thumbwheel switches. No evidence exists that the additional compongents were
ever installed. Indeed, the opening in the front panel will accommodate 2omore
thumbwheel switches. As received, the panel has 2 switches with 2 endplates, 2
additional endplates as fillers, and a piece of folded plastic glued in as another filler.

Four switches and 2 endplates would just fit the opening.

Figure 4. A closer view of the small printed circuit board. A dual decade
counter (HEF 4518), 4 dual diode arroy chips, and a chip resistor
are visible.

A length of 16 gauge zip cord connects the timer to the load (assumed to be an elec-
tric detonator). A small screw terminal block is used to connect the detonator to the
zip cord. The block’s mounting hole has a LED and resistor mounted inside,

A single “J" battery is soldered directly to wires and is held in place with double sid-
ed foam tape (thicker than that on the rear panel). The battery mounting is strictly an
afterthought—no volume is dedicated to a battery holder. It is literally stuffed in
among the components. .

All screw holes are countersunk. the shear lines are square, and the general assembiy
is professional. A well equipped printed circuit facility and trained personnel are
indicated.

4
SECRET




SECRET

Figure & shows a “cut and jumper’ repair 1o an incorrectly routed trace. The cul s
made by drilling through the offending trace, then the jumper is added. A very nicely
done repair.

Continued)
(5

W R R —;x”:

s
i "

E @ " , E i % "

Figure 5. A jumper wire added to correct a misrouted trace. The trace was cut by : i
drilling @ shallow hole through the conductor (visible near the center of the ‘
jumper). :

i
¥

Figure 6 shows two chip resistors added “tombstone” fashion by bending the '

integrated circuit leads up. This installation is not easy to do and is very labor ,

intensive. ‘,

}
i

Figure 6. Two chip resistors added by bending up leads on an integrated circuit.

5 Analysis of an
SECRET Electronic Timer
8BSPODG
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§ SECRET

TECHNICAL Figure 7 is a block diagram of the digital timer, derived Trom the hardware, The ¢rys-
L ODESCRIPTION 1al oscillator generates a 1 Hz clock which feeds a series of divide by 60 counters. The
%3 output of the first divide by 60 is one pulse per minute; the cutput of the second is one

: pulse per hour. One of these (MIN or HRS) is selected with a slide switch on the from
3 ‘ panel. This signal clocks a series of decade counters. Afiter the first counter
increments 10 times, a ripple carry scheme increments the next counter once.

XTaL b1 Mz ) i
050 ¢ .

! PROVISIONS FOR, BUT

wn YHRS ; NOT INSTALLED i
‘ E ! ‘ |
COUNTER F——— COUNTER |——{ COUNTER b—— counter|

1] i "
!
!
I

THUMBWHEEL| |[THUMBWHEEL|, |THUMBWHEEL| |THUMBWHEEL
BCD SWITCH| |BCD_SWITCH| [BCD SWITCH; |BCD SWITCH |’
—* ‘ ‘me_,,.fww,wm__wwimmmu
> RE
DEvER [ RELAY |—{DETONATOR |

R
[POWER _ON RﬁSE?}—J

Figure 7. Block diagram of the digital timer.

The binary coded decimal {BCD) output from each counter feeds a BCD thumbwheel
switch. When the correct count is reached, a flipflop is set which turns on a relay o
provide power to the load. ‘

Overall, the design is sound and quite capable of generating accurate delays.

& mﬁw’m of an &
" Electronic Timer SECRET
BRSPOOS
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SECRET 000041
§“f‘:&:ﬂ7m‘~1r«:1m1¢ Figure 8 is the schematic diagram derived from the hardware. The reference
| ANALYSIS designators are assigned for convenience only.
| (S)

The crystal oscillator is essentially a standard data book application generating a
o Hz clock. Resistors R2 and R3 are recommended for low power operation, but are not
L necessary. These are the two added resistors shown in Fig 6. Holding the TEST
; switch closed allows the red LED to flash at 1 Hz, indicating the oscillator is working.

The dual decade counters (U2,U3) and associated logic gates create two divide by 60
counters. The output from the first is the MIN clock; the output from the second one
is the HRS clock. Selection is made with a slide switch on the front panel.

The selected clock feeds another dual decade counter which is mounted on the printed
circuit board attached to the thumbwheel switches. The Q3A output clocks the
second counter. Provisions exist for another dual counter chip to handle two more
thumbwheel switches.

When a thumbwheel switch is set, the common terminal is connected 10 a
combination of decade counter outputs in a “1-2-4-8" fashion. For example, a switch
setting of 7 connects the counter outputs Q0, Q1, and Q2 to the switch common. A
setting of O connects no counter outputs to the switch common. The common
terminals for all thumbwheel switches are connected together. If any selected counter
output is low, necessarily the switch common line is also held low. The diodes between
the switch and the counter protect the counter outputs which are high. When all se-
lected counter outputs are high, then the switch common line goes high. In the
example of a switch set to 7, this happens when the counter has received 7 clock
pulses.

A high on the switch common line sets the flip flop formed by U4B and U4C. This in
turn turns on Q2 to actuate the relay. The load is now powered. The red LED in the
terminal block also illuminates (briefly if a detonator is installed). Turning the device
on with all switches set to 0 will actuate the relay after the POR signal times out {ap-
proximately 1.5 seconds).

The power on reset (POR) circuit is 2 standard design used to ensure the counters are
all reset to 0 when the power is first applied. An error in the routing of the UZA reset
line does not allow the POR to reset the U2A counter. The error created is less than 6
seconds. A correction is noted in Figure 8 (connect U2A RESET A to the cathode of
D1, not the anode). Another curiosity in the U2A reset circuit is the presence of R7.
It adds delay where no delay is required. The other divide by 60 counter has no com-
parable component. R7 is not a last minute addition either—it bridges a trace.

Because the battery is stuffed in haphazardly with no insulation or protection, the
bare wire/battery joints might contact a circuit element. This could cause the timey
to fire early, late, immediately, or perhaps never. ~

This device has no safe arm delay, no energy storage circuit, no low voltage detector,
and no boohy traps.

7 Analysis of an
SECRET  Electronic Timer
BBSPOOS
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- POWER SOURCE
()

: PERFORMANCE
i (S

© MARKINGS
' (8

SECRET

The specimen arrived with a Duracell *“J" battery soldered to wires. This battery has
a capacity in the 500 mAH class, adequate for several hundred hours of operation,

Soldering directly to the battery contacts is not good practice because it can damage
the battery. Good joints are difficult to form, and changing the battery is starting all
over.

The battery was dead upon arrival, All testing was done with a bench power supply.
At 5.5 Vdc, the device used 0.4 mA while counting and 68 mA with the relay
actuated. Below 4.65 Vdc, the relay did not actuate. Ower the operating voltage
range, the crystal oscillator frequency remained stable.

The markings are not obscured and the device is not potted.

BATTERY: Duracell 6 Volt TK67 made in UK (mfg: Mallory)
CRYSTAL: NYMPH 4.194304 NYP041-12
Ul: HEF 4521BT (mfg: Signetics)

U2: HEF 4518BT (mfg: Signetics)

U3: HEF 4518BT (mfg: Signetics)

U4: HEF 4001BT (mfg: Signetics)

Us: HEF 4093BT (mfg: Signetics)

U6: HEF 4518BT (mfg: Signetics)

U7, US: A4~

U9-U12:J8 25

Ql, Q2. FF

D1/D2 and D3/D4 packages: Ad-1

RELAY: F HZ3 211A D006-M (mfg: Fujitsu)
FRONT PANEL: MST-13

g > Analysis of an
SECRET o  Electronic Timer
‘ 885P006




